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Background Information

********************************Eﬁsckmn“y********************************************

Thisisa government system intended for official use only. Using this system for purposes other than
originally authorized may result in prosecution. Information contained in this system is'privileged'
and 'confidential' and intended for use only by theindividual or entity to which authorization has
been granted. You are notified that any use, copying or dissemination of the infor mation contained
in this system outside established agreementsis strictly prohibited.
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The Secure Information eXchange (SIX) system is designed as a basic service for the specific purpose of
securely exchanging private and confidential information between Nebraska Health and Human Services
System staff, and their business partners. SIX isasecured web site using an encrypted connection (Secure
Socket Layer - SSL) between aregistered user and the SIX web site. SIX uses an authentication process
called Guardian managed by the State of Nebraska Department of Administrative Services to access the
SIX web site. Guardian user ID and passwords are provided to SIX usersin two separate communications
(first message subject line *Welcome to Secure Information eXchange', second message subject line
‘Second Notice'). First time Guardian users are required to change their temporary Guardian password to
aunique password before accessing the SIX system. For more information on Guardian go to
https://guardian.state.ne.us and access FAQ (frequently asked questions). There you will find additional
information on how to use Guardian and how to change user passwords. To address security concerns,
Guardian requires passwords be changed every 90 days (see Guardian FAQ for more information). Only
registered SIX users are authorized to use this system. To protect al SIX users, user Ids and passwords
must not be shared. Only Nebraska Health and Human Services System staff may authorize new users be
added to the SIX system.

SIX isbased upon the principal that users will create documents on a secure web server using an encrypted
connection where the document will remain until retrieved by the intended recipient(s) or deleted by the
user or system. Recipients have the option of printing the document, downloading the document to their
desktop, or deleting the document.

The SIX web site has the look and feel of an internet email account, but SIX isNOT an encrypted email
system or a datarepository. It's sole purposeisto provide a secure platform to exchange private and
confidential information. A registered SIX user has access to five folders. These folders are located on the
left side of each SIX screen. Detailed descriptions for each of these folders can be found in other sections
of this document.
o Compose — displays a blank Compose New Document Screen from which a new document can be created.

Inbox — displays all documents currently in the user Inbox.

Sent — displays all documents sent using the Send and Save button.

Trash —displays all documents that were deleted by the user from the Inbox or Sent folders.

Logout —terminates your SIX access and returns the browser to the Guardian Login web page.

Each SIX user is assigned a Business Area Contact who can advise you on how your business areawill use
SIX and what information may be shared though the SIX system. If you have questions or experience
problems direct them to your Business Area Contact.

The only browser the SIX system supports is Microsoft Internet Explorer version 5.5 or higher.



https://guardian.state.ne.us/

SIX Log—In Process

1. AccessSIX by entering https://six.state.ne.us:456 in your Internet browser address window. For easier accessin
the future, bookmark this link in your Favorites folder. At each login verify the internet address begins with
https:.// to ensure you are logged on to a secure web site (if the URL does not read https: notify your business area
contact immediately).

SIX uses Guardian to authenticate you as aregistered SIX user. Enter your Guardian user ID and password
(provided in the First and Second notice email messages) in the Login dialog box (see example below). First time
Guardian users will be directed to change their temporary Guardian password to a unique password before
accessing the SIX system. Successful authentication will take you directly to your SIX Welcome Screen.

GUARDIAN!

HHSS's User{ALincoln)

Welcome Logout Contact Info

Privacy Policy Back

Terms of Use
Change Alincoln's Password
FAQ Remember, passwords are case sensative!

® State of Nebraska Information Management Services

Login Name : Abe J Secure Information

- . - [e]
Lincoln/USAINEBRAD eXcharlge

State of Nebrazka
This is a Government Computer System.
UNAUTHORIZED ACCESS IS PROHIEITED.
Anyone using this system is subject to monitoring.

Unauthorized access or attempts to use, alter, destroy or
ge data, prog or equif t could result in criminal prosecution.

JARL I-h\l

Change alincoln's password
Welcome Logout Contact Info

Privacy Policy Back to Guardian Administration
Terms of Use You have been brought here ta change your password either because this is
FAQ the first time you have logged into Guardian as alincoln, or because your
account has been reset!
You must change your password now or your account will be automatically
disahled.

Remember, passwords are case sensative!

© State of Nebraska Information Management Services

SIX users may change their Guardian password at anytime. To change your password:

¢  Go to the Guardian web address https.//guardian.ims.state.ne.us

e Enter your user 1D and password

¢  On the screen displayed click on Guardian Admin under the Health and Human Servicestitle bar.
e Click on Change Password Icon and follow instructions on the page.
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Compose New Document

The Compose New Document folder provides the ability to create a document that contains a text message in the body
of the document, add multiple file attachments (maximum accumulated document size of 10 Meg.) and exchange the
document with trusted usersin their assigned address book. Documents created in the SIX system are stored for 30
days and then automatically deleted from the SIX system.

The body of the document supports simple text only, (no rich text features are supported). It is expected the body of
the document will be used to provide alimited amount of information (such as case numbers or general comments like
“ See attached case file for John Doe”). Detailed or large amounts of information should be compiled in an appropriate
format outside of SIX and added as an attachment to the document. SIX supports Word, Word Perfect, Excel, Quattro
Pro, PDF, and Zip formats only.

To Compose a new document:

1. Select the Compose folder found on the left side of the current screen and the Compose New Document Screen
will display.
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Compose New Document

& Compose
|————=== Send Save And Send
C3 Inbox

Send To:

L4 Sent I
Boesn e |
Subject : I

A Help
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Attachment | Browse | Help

Attach File | Delete File

Address the documents - SIX documents can be sent only to other users registered in your authorized address
book. No direct entry is permitted in the Send To: and Copy To: fields. The Send To: and Copy To: field
addresses must be assigned by selecting name(s) from assigned address book(s). To access the address book, click
on the Send To: or Copy To: field. A new window will display the address book(s) and assigned users (see
example below).

a) Click the dropdown arrow on the Address Book box field to display all available address books.

b) Select the address book to be searched. Names of al the users assigned to the address book will be listed and
displayed in alphabetical order by last name in the name box. Y ou may page through the names and select
names from the list or search for names by using the Search field.

¢) Tosearchfor aspecific user, enter their last name in the Search field and click the Find button. SIX displays
names in the address book beginning with search name.

d) Tocompletethe To: or CC: fields select one or more names from the name box and click the To button to add
them to the Send To: field or click the CC: button to add them to the Copy To: field. The names that appear in
the To and CC fields will display the name of their organization. If two or more identical names appear in the
Name list box, adding the nameto the To: or CC: field will help identify the correct individual to be selected.
Please review the full name listed to make sure you have selected the right person. To select more than one
name at atime, hold down the control key as you click on each name. To select all names in the address book
hold down the shift key and click on the first name and the last name. All names in-between will be
highlighted. The namesin the To: and CC: box can be edited by highlighting a name and clicking the remove
button. To remove all names from the To: or CC: box list click the Remove al button.

Once all names have been selected, click the OK button and the Compose New Document screen will display
the names selected in the Send To: and Copy To: fields.
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Subject line — enter a short message to identify the purpose of the document, what the document contains, or for
whom the document isintended.. The Subject text will display in the Inbox, Sent, and Trash foldersto help
identify the documents.

Message area— | s atext box to be used to provide minima documentation. There are no rich text or spell check
features available for thistext field. Detailed information or large amounts of information should be created in a
file outside the SIX system and added as attachments to the document.

a) Add Attachments— One or more files may be attached to the document. Thereisa 10 Meg. size-limit for each
SIX document. Only attachments with MS Word, M S Excel, Word Perfect, Quattro Pro, and ZIP file
extensions are permitted. To send other file typesit is recommended that the filesbe sent asa zip file. To
attach afile:

e  Click on the Browse button and locate the file to be attached.

e Select thefileto be attached and click the open button. The file name to be attached will appear in the
Attachment box.
To attach the file to the document, click on the Attach File button directly below the Attachment box.
The attached file name will appear at the bottom of your document. Repeat the same steps for each file
you wish to attach to the document. Only one file can be attached at atime.

b) Delete Attachment — To delete an attached file before sending the document,

o  Click the check box next to the attachment file name(s).
e Click on the delete file button (located below the attachment text box) and the attached file(s) will be
deleted.

DELLEbe e Secure Information

eXchange

& Compose Compose New Document
| ALONgEEE Send Save And Send

5 Inbox
Serr  SendTo: |ohn Brown/MICKYINC/MNEBRAD
Cd Sent

W CopyTo: |Mary Todd Lincoln/USA/NEBRAD

Subject : [This is a test message
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Send Notification - To notify the Send To: and Copy To: SIX users that a document has been created for them,
click on the Send button located at the top of the Compose screen. The Send button creates an email message
containing aweb link directly to the document just created and sends a message to each of the names listed in the
Send To: and Copy To: fields.

Save and Send — To retain a copy of the document created, use the Save and Send button located at the top of the
screen. The same email natification process described for the Send button will be completed and SIX will save a
copy of the document in your Sent Folder. Documents in the Sent folder will be saved for 30 days and then
automatically deleted.

Accessing Documents
SIX sends an email message to each recipient notifying them that a SIX document has been created for them. The
notification contains a URL link directly to the document. To open and retrieve the document:

1. Click the URL link in the notification message received. The link will take user directly to the SIX web server. If
the user is not already logged into SIX, the user will be directed to Guardian to initiate login (enter valid Guardian
user ID and password). Upon authentication the secure connection is established and SIX will display the
document in the Document screen format. If your email system does not recognize the URL link, cut and past the
URL address in the email message and paste in the address box of your web browser and proceed as described.

O tewremo @ Reply S Foward €IDelete @Foider @ Copyirto  #P Toals

allan.albers@hhss. stat _ |allan. albers@hhss state.ne us
e.ne.us ;

. |keith Jarsen{@hhss. state.ne.us, roruitchepE@email state. ne.us
11/04/2002 07:47 AM :

Sl Secure Data Exchange From Allan Albers/HHSS/NEBRAD

You may pickup your secure data at:
http:~~HEBRADDZ. IMS.STATE. HE.US-databases hhs six secdocd nsf- AllDocs 334CF328226FFBDDE6
206CE7004BC3I2EB0penlocunent

Document Details
To: CH=Allan Albers-00=HHSS-0=HEBRAD
CC: CH=Keith Larsen 0U=HHSS-0=HEBRAD K CH=Ron Ritchey 0U=HHSS-0=HEERAD
From: Allan Albers-HHSS-NEERAD
Created: 11-04-2002 07:47:31
Expires:12-04-2002

If you nesd assistance, pleass send an s-mnail to INS Help@Hotes State HE. US
or call [B00)xxx-xxx

The Document Screen has the options of opening attachments, responding to the document, or printing the
document.

Login Name : Allan
AlbersiHHSSINEBREX
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(¢ Trash
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Reply | ReplyWithHisturyl Foraard

From: Allan Albers
Send To Allan Albers
Copy To:
I Help Subject This is a test document
QM This 15 a test only.
Reply | Reply with History | Fonn\rardl
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3. To open the attachment(s), double-click on the attachment icon at the bottom of the document screen. The
attachment will open on the user’ s workstation using the appropriate file extension software. Once successfully
opened, the user will be able to work with the attachment on their workstation.

4. Torespond to the document, the user has the option of Reply, Reply with History, or Forward.
e Reply and Reply with History will alow the user to return a message to the sender and all the other recipients
of the original document notification. The reply will be addressed to the original sender with a Copy To:, to
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each of the other recipients of the original document. The only difference between the Reply and the Reply
With History is the Reply With History will include the text from the original note and all attachments. By
clicking on the Send To: or Copy To: fields the address screen will open and permit the user to add or remove
names from the Send To: and Copy To: box.

Forward button allows the user to forward the document to another SIX user in their assigned address book.
To forward the document, click on the Send To: or Copy To: and follow the same procedure to address the
document as described in the Compose New Document section. Once the Send To/Copy To: step has been
completed click the Send button to forward the document (and attachments) to the names you added to the
Send To: and Copy To: boxes. SIX will format and send an Email message with the URL linksto this new
document to the SIX usersin the Send To: and Copy To: fields.

5. To print the document, use your browser print feature. Only the document’s text will be printed. To print
attachments, each attachment must be opened and printed using the appropriate file extension application

SIX Folders

Compose
The Compose folder displays the Compose New Document screen. The Compose New Document section in this user
guide provides details on how to use this folder.

Inbox

The Inbox displays al documents currently accessible to the Inbox owner. For each document the screen displays the
Sender, the date the document was created, and the document subject. Each user can only view documents assigned to
them. Documents displayed in the Inbox will be automatically deleted after 30 days from the date they were created.

To open any document in the Inbox click on the name in the Sender field of the document to be opened. The
Document screen will display the document content with the options for responding to the document. From the
Document screen the user may Reply, Reply With History, or Forward the document (see steps as detailed in the Open
Document section above).

Inbox owners may del ete documents from their Inbox at any time by clicking the check box next to the document(s)
and clicking the delete button. The Clear All button will remove delete check mark for all documents flagged for
deletion. Documents deleted using the Delete button are moved to the Trash Folder where they will remain until the
30-day expiration date at which time they will be deleted from the system.
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Subject
024

SENT

The Sent folder displays all documents created and sent using the Save and Send button during the Compose function.
The Sent folder displays the same information as the Inbox, and for any document in the Sent folder the user may
perform the same functions as in the Inbox (Reply, Reply With History, Forward, Delete). Documents in the Sent
folder like those in the Inbox will be automatically deleted after the 30-day expiration date.

m’&':' """sﬂ;"REx Secure/lnformation

eXchange
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T Allan Albers/HHSSMNEDREX 10V22/2003 - 10:24 AM This is a test document
SMNEBREX 102412003 - 1046 AM This is & lest
1V22/2003 - 1044 AM This Is a test
10092003 - 0913 AM This 15 3 test for the PO
Chear All
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Trash Folder

Documents deleted from the Inbox or Sent Folder are moved to the Trash Folder. The user may open and perform the
same functions for any document in the Trash Folder as those in the Inbox or Sent Folder (Reply, Reply With History,
Forward, Delete). Documents in the Trash Folder like those in the Inbox and Sent folder will be automatically deleted
30 days from the date created. Documents deleted from the Trash Folder are immediately removed from the SIX
system and cannot be retrieved.

Login Name : Allan
Albers/HHSS/INEBREX

Trash

& Compose Delete

Sender Date Subject

Allan Albgrs/HHSS/MNEBREX 10/08/2003 - 0914 AN test

Allan AlbersHHSS/NEBREX 10/03/2003 - 11:11 AM Mew Registered Secure Infarmation Xchange users
Allan AlberstHHSSMNEBREX 10/03/2003 - 11:11 AM New Registered Secure Infarmation Xchange users
Allan AlberstHHSS/MNEBREX 10/06/2003 - 10:01 AM Mew Registered Secure Information Xchange users
Allan AlberstHHSS/MNEBREX 10/06/2003 - 10:58 AM Mew Registered Secure Information Xchange users
Allan Albgrs/HHSS/MNEBREX 10/06/2003 - 12:16 PM Mew Registered Secure Infarmation Xchange users
Allan Albers/HHSS/MNEBREX 10/06/2003 - 12:16 PM Mew Registered Secure Infarmation Xchange users
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Logout Folder
The Logout folder terminates your SIX secured connections and is used to prevent someone else from using the “Back
button or “History” function to access your SIX account after you have completed activity in the SIX system. Thisis
especialy important if SIX was accessed using public or shared computer. Any person on the computer after you will
be returned to the Guardian login screen if they try to view activity in your browsers' history file.
Help Button

The Help button will open awindow displaying these instructions on how to use the SIX system.

Secure Information eXchange Help

Eirad Me Ferst (Crvernew of the Secure Information eXchange STX System)

Read Me First

[This is a government system imtended for oficial use only. Using this system for purposes other than originally authorized may result in jon T
contained in this systern is ‘privieged’ and 'confidectial and intended for use only by the individual or entity to which suthorization has been grasted You are notified

that arsy use., copying or dissemranation of the information contamed in this system outside established agreements is strictly protebited
ISR R AR A A A e

The Secure Information eXchage (SD0) system is designed as a basic service for the specific purpose of secuely

SIX Log-out

The Logout folder is an important security step to prevent any person using the computer after you from accessing your
SIX accounts using the “Back” button or “History” file in your browser. Thisisespecially important if you usea
public or shared computer to access the SIX system. To Logout of the SIX system, click on the Logout folder. The
Logout function will terminate your SSL connection to SIX and returns the browser to the Guardian Login screen.
From the Guardian Login screen you may exit your browser or access additional Internet Sites. Due to individual
browser setting the log-out function may open the Guardian Login screen in a new window leaving the SIX window
open. If this should occur ssimply close both the Guardian window and Six window. The log-out function will have
terminated your SSL connection and all links back to any access to the SIX system insuring no unauthorized accessis
permitted.




Who to Contact With Questions

HHSS Business Partners

Each user was added to SIX through a request from a Nebraska Health and Human Services business area and was
assigned a business contact from that businessarea.  The name and contact information for your business area contact
was provided to you in the two communication messages that provided your Guardian user 1D and password. If you
have questions on how SIX should be used to exchange information to meet business requirements or problems with
accessing SIX direct them to your business area contact.

HHSS Staff

HHSS Staff are added to SIX through a request from a Nebraska Health and Human Services business area and are
assigned a business area contact from that business area.  The hame and contact information for your business area
contact was provided to you in the two communication messages that provided your Guardian user ID and password. |f
you have questions on how SIX should be used to exchange information to meet business requirements, direct those
guestions to your business area contact. For any other issuesrelated to SIX contact the HHSS Help Desk.
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