Digital Citizenship in 2016

What Every Adult Needs to Know
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“When I said I wanted to see your work, I wasn't
talking about Snapchatting me pics of you
doing homework.”
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Our kids are growing up on
a digital playground and no
one is on recess duty.

-@KevinHoneycutt




SO | WAS PLAYING
MINECRAFT AND LOOKING
FOR OCEAN MONUMENTS,
BUT THE SPAWN RATE
WAS WAY TOO LOW, BUT,
LIKE, | REALLY WANTED
TO FIND ONE, BUT |
COULDN'T, SO | HAD TO
LOOK IN, LIKE, ANOTHER
PLACE, AND THAT PLACE

YOU SHOULD REALLY
START EXPANDING
YOUR HORIZONS BEYOND
JUST VIDEO GAMES ALL

THE TIME. THERE'S A
WHOLE WORLD OF
OPPORTUNITIES THAT
YOU'RE JUST IGNORING
THAT WOULD BE MORE

FULFILLING. FURTHERMORE,
| JURARAALE T YOUD




Is This Really a Problem?

=1 in 4 kids admit to being cyberbullied

*65% of kids know someone being
cyberbullied

=29% of teens admit that they have
posted mean info about someone else

=249% of teens have had private or
embarrassing information revealed
against their will




Is This Really a Problem?

»86% of teenagers have been
“stalked by a stranger” on some
social media account.

=55% of teens admit they’ve given
personal information to someone
they do not know

=30% of teens have arranged to meet
someone they met on social media
in person




Figure 1. Top 10 U.S. Children’s Health Concerns
Rated as a “BIG PROBLEM” by Adults in 2015

- L.

Childhood Obesity ® 60%
Bullying ® 58%

Drug Abuse ® 93%

Internet Safety ® 51%

Child Abuse & Neglect ® 49%
Sexting ® 45%

Smoking and Tobacco Use ® 45%
School Violence ® 45%

Teen Pregnancy ® 42%

Stress © 41%

Source: C.S. Mott Children’s Hospital National Poll on Children’s Health, 2015




Social Media

GLAGBERGER

“I finally found a social networking site worth joining.
It's called Leave-Me-The-Hell-Alone-Book!”




Social Media




Social Media Trends

*Trends away from Facebook and sites
where parents are present

*“Yeah, that's why we Ic__;o on Twitter and
Instagram mstea of Facebook. My mom
doesn’t have that.”

"I have two [Facebook; accounts. One for
my family, one for my friends.”
*Trends toward anonymous

*"Yeah, some of the people that follow me
on Instagram that I don’t know, they’re
just really nice to me, and they ‘always say
nice things.”

http://www.pewinternet.org/2013/05/21/part-1-teens-and-social-
media-use/



A few really bad APPles

Allows users to hide other apps
Touch code vanishing

Allows users to hide photos
4-digit code

“The first thing that I thought was, 'Wow! I can be
whoever I want to be. I can get anybody I want. I
can achieve my sexual glorification through this

app.”

Is SnapChat that bad...?







=100 million daily users

=/ billion videos per day, there’s a great
chance that teenage students — and
their family members — are there.

=*No. 1 social media app that users age
12-24 (according to self-report)

“Infinite Dial” study by Edison Research
and Tital Digital



Snapchat

X




Fremont Police Respond to Threats at Area High School

Posted: Thu 2:07 PM, Jan 21, 2016 By: Press Release

Home Headlines List = Article

FREMONT, Neb. -- On Wednesday morning, at v O u T+
approximately 7:40 a.m. the Fremont Police School Dropbox Googhe

Resource Officer was contacted by Administration of the

Fremont High School in reference to a posting by a ’ \9 t
student @ on Snapchat that indicated a possible threat e ——
against the school involved what appeared to be a firearm.

Snapchat is a video messaging application #. Using the )/ ' =
application, users can take photos, record videos, add text

and drawings and send them to a controlled list of

recipients.

The 17-year-old juvenile male suspected of posting the information was not in school & and was
contacted by police at his home in Fremont.

The firearm, later determined to be an airsoft gun, was located at another residence and collected as
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“Looks like another case of someone over forty
trying to understand Snapchat.”

STARECAT.COM







Social media and photo sharing.

Users can take photos, record videos,
add text and drawings, and send them
to a controlled list of recipients.

Default setting is fully public; also asks
to integrate with Facebook and contacts
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e0000 Verizon LTE 4:15 PM 7 R 100% HE: 4
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41673 likes

badgalriri Can you spot the 3 things that are
different in these pics? Chile, it's time to
privatize that account!



Esquivel v. Doe, (TX 2014)

= Instagram page “"2014 Klein Hoes”

-

= 900 followers before taken down

= Settlement: $40,000
e



Musical.ly




Musical.ly

s5-second music videos

* kids select snippets of popular songs and
record themselves singing, lip-syncing or
dancing

*Encourages users to post
on Instagram, Facebook, Twitter,
Messenger, WhatsApp, and Vine.

=Featured videos are chosen by
Ewusdical.ly and appear on the Featured
eed.

=All accounts are public by default.
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Vaulting Apps

DL INVEHI







How to login.

— 1.Click “." button.
2.Enter your passcode =
— 3.Click “.” button again.

Set Passcode

?q Upgrade Now! /o Y e e Nz e
it Secret . Contacts e Passwords

Calculator+




Other Secret Folders
\Y\Y, Folder




. secret (¢

Related: tube mate> picture locker> customize keyboard

HiCalculator- private album
and secret photo protecter...

Rcoky Cai

In-App
* hk ki (5,866) Purchases

GET
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How to find secret apps on your kid’s

iIPhone

Get your student’s phone

Visit the App Store

Type in “secret” or any other app name

If it says “open,” your student has this app

If it says “get,” your student doesn’t have this
app

The cloud logo means your student used to have
the app

" OPEN
+

" GET
.—J/‘ \«



Pokemon Go




Pokemon Go is the Newest App for D*ck Pics

Abby Draper




New York Bans Registered Sex Offenders
From Pokémon Go

August 2, 2016 - 7:.05 PM ET

JUSTINA VASQUEZ




AfterSchool




AfterSchool

ecoco Verizon 3G 11:30 AM “ R 92% 4

< Messages (415) 236-5502 Details

Text Message
Today 9:34 AM

An anonymous boy picked
Karen? on https:// __
afterschoolapp.com/f& &/
NorrisHighSchool/




| WISH | COULD ASK PAYTON
oSS

Would you like to know
when people from your
class post?

““ HEY ASHLEY YOUR FACE |
KINDA LIKE THAT® aa

posted by anonymous




““ I'VE HAD SEX WITH MY
BESTFRIENDS BOYFRIEND AT
LEAST SEVEN TIMES AND SHE
DOESN'T KNOW YET. 2




Il LOCAL TEENAGER LOCKED UP OVER
. THREATS MADE ON "AFTER SCHOOL" APP




Down to Lunch




Down to Lunch

ee0C0 Verizon F 7:46 PM < 3 100% = #

< Messages (1) (470) 203-8081 Details

Text Message
Wed, Apr 13, 10:46 AM

Hey Karren! Zack Huettner
personally invited you to the
Down To Lunch app so you both
can hang out together! The app
shows you which friends are
free to eat, study, or drink! Join
Zack, Emma Lollman and 8
other friends and get it now on
the App Store or here:
getdowntolunch.com/801386

Thursday 8:32 PM

Hey Karon! Shayden Neptune
personally invited you to the
Down To Lunch app so you both
can hang out together! The app
shows you which friends are
free to eat, study, or drink! Join
Shayden, Morgan Chase and 18
other friends and get it now on
the App Store or here:
getdowntolunch.com/454968

(O] Send



Down to Lunch

4Back to App Store  7:43 PM <7 R 100% 04

Sign In With
Your Number

&)

+1 (402) 499-0547

1 2 3
4 5 6
7 3 9




Down to Lunch

4Back to App Store  7:44 PM ~ R 100% 0 4

Skip

My Full Name




Down to Lunch

"Down To Lunch” Would Like
to Access Your Contacts

Don't Allow




Down to Lunch

4dBack to App Store  7:44 PM 4 3 100% [ 4

4 Friends Using DTL! A%

Mitchell Johnson, Michelle Rinas,
Michael Clinch, Eli Weber

Okay




Down to Lunch

4Back to App Store  7:45 PM < R 100% T4

X

Get more friends

to eat with!

72000 = Stickers
75000 = T-Shirt

+50 I for friend joining!

4 friends, invite contacts! E’O

& Invite David Weber!
Will have 6 friends on DTL!




Down to Lunch

4Back to App Store  7:45 PM “ R 100% »4
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Game Platforms
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Adults Need to Model

Ricketts calls for resignation amid allegations

Sen. Kintner had explicit video on state
computer

ZACH PLUHACEK and JoANNE YOUNG Lincoln Journal Star  Updated 3 hrs ago % (123)

f v =809 L
VAT
Gov. Pete Ricketts has urged state Sen. Bill Kintner of Papillion to The Pawer of
resign if allegations are proven true that Kintner exchanged c R S

sexually explicit video of himself using his state computer.

A source familiar with the situation said Kintner told investigators
about the video when he asked the Nebraska State Patrol for

State Sen. Bill Kintner help with computer problems in July 2015.
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